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STEP ONE
IDENTIFY HAZARDS

STEP THREE
MAKE RISK DECISIONS

STEP FOUR
IMPLEMENT CONTROLS

STEP TWO
ASSESS THE HAZARDS

STEP FIVE
SUPERVISE

The Operational Risk Management Process
The most common idea of what ORM is revolves around a simple five-step process that is most frequently used in planning

Step 1. Identify hazards - A hazard is any condition with the potential to negatively impact mission accomplishment or cause injury, death, or property damage. Hazard 
identification is the foundation of the entire RM process. If a hazard is not identified, it cannot be controlled.

Step 2. Assess the hazards - For each hazard identified, determine the associated degree of risk in terms of probability and severity. The result of the risk assessment is a 
prioritized list of hazards, which ensures that controls are first identified for the most serious threat to mission or task accomplishment. Combine the severity with the 
probability to determine the risk assessment code (RAC) or level of risk for each hazard, expressed as a single Arabic number. Although not required, the use of a matrix, such 
as the one below, is helpful in identifying the RAC.
Step 3. Make risk decisions - A key element of the risk decision is determining if the risk is acceptable. This decision must be made at the right level by the individual who can 
balance the risk against the mission or task potential benefit and value. This individual decides if controls are sufficient and acceptable and whether to accept the resulting 
residual risk. If it is determined the risk level is too high, the development of additional or alternate controls, modifications, changes, or rejecting the course of action becomes 
necessary.
Step 4. Implement controls - Once the risk control decisions are made, the next step is implementation. This requires that the plan is clearly communicated to all the involved 
personnel, accountability is established, and necessary support is provided. Careful documentation of each step in the RM process facilitates risk communication and the 
rational processes behind the RM decisions.
Step 5. Supervise - Supervise and review involves determining the effectiveness of risk controls throughout the mission or task. This involves three actions: monitoring the effectiveness of 
risk controls; determining the need for further assessment of all or a portion of the mission or task due to an unanticipated change; and capturing lessons learned, both positive and negative.



Risk

• a measure of the probability and severity of adverse effects (Lawrence 1976)

• the probability and consequence of an event causing harm to something valued (CJCSM 3501.01)
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What do we mean?



'Pay your age' promo causes chaos for Build-A-Bear

• Children's toy seller Build-A-Bear was forced to halt a 
promotion that allowed customers to pay their age after the 
publicity stunt became too popular and led to safety 
concerns from long lineups.

• The retailer was touting a promotion online for weeks where 
a child could get a customized teddy bear for the same price 
as their age — a five-year-old child would pay $5 for the 
bear, for example. Normally, the bears cost well over $20 
apiece, or more with accessories.

• With limited in store capacity, locations quickly filled up and 
management had to quickly deploy staff to marshal line ups 
outside. To control the crowds, doors were closed and in 
some locations mall security were called to maintain order.

• What contributed to this failure? 
• Poor assumptions.
• Failure to anticipate demand.  
• Failure to develop contingency plans.  
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https://www.cbc.ca/news/business/build-a-bear-pay-your-age-1.4744480

https://www.cbc.ca/news/business/build-a-bear-pay-your-age-1.4744480


How the Phoenix pay system rose and fell

• Canada’s government payroll system is the largest in the 
country, covering 300,000 employees. The transition to a 
new system called Phoenix was announced in 2009 and 
began in February 2016.

• As soon as the system was launched it was clear there were 
problems. As many as 7,000 calls per day were received by 
the system help desk. Being sized for a maximum of 2,200 
calls per day the help desk was quickly overcome.

• By July of 2016, the number of outstanding problems 
reported by government employees had reached a 
staggering 82,000 cases. An analysis of the problems by 
government staff and the IT systems provider found that the 
costs to address the ousting issues could be as a high as 
$50M1.

• What contributed to this failure? 
• Poor assumptions.
• Failure to anticipate demand.  
• Failure to have sufficient resources on hand to 

address launch glitches and problems.  

6

https://www.cbc.ca/news/canada/ottawa/phoenix-ottawa-timeline-1.3691812

1.  https://www.cbc.ca/news/canada/ottawa/phoenix-pay-update-deadline-1.3751126

https://www.cbc.ca/news/canada/ottawa/phoenix-ottawa-timeline-1.3691812
https://www.cbc.ca/news/canada/ottawa/phoenix-pay-update-deadline-1.3751126
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Why Do Projects Fail?
There are many forms of failure:

 schedule slippage;
 budget overruns;
 quality issues;
 products that don’t meet the envisioned business need.

A common theme…  

Not properly accounting for uncertainty.



Key Features of a New Risk 
Management Representation:

1 Frame Decision

2 Develop Objectives and Measures

3 Generate Creative Alternatives

4 Assess Alternatives and Deterministic 
Analysis

5 Synthesize Results

6 ID Uncertainty & Conduct Probabilistic 
Analysis

7 Assess Impact of Uncertainty

8 Improve Alternatives

9 Communicate Tradeoffs

10 Present Recommendation & Implementation 
Plan

Input
Unstructured 

Decision 
Opportunity

Output
System Solutions That 

Best Balance Competing 
Objectives In The 

Presence of Uncertainty

• Open Standard Data: The representation should use standard cross 
platform compatible data, and not require proprietary software to 
interpret. Additionally, the standard risk data being reported must be 
stored in a common schema, allowing analysts to quickly wrangle the data 
for model development. 
• Additive: Using analytic tools, the arithmetic of chance becomes as 
simple as adding columns of data to get the risk of combined elements. 
Note that the columns capture the interdependencies between risks. You 
probably can’t do the required calculations in your head, or even with a 
calculator. They can, however, be done easily with a laptop and Excel, or 
Python, or R, or [insert your favorite computational platform here].
• Auditable: The representation should have an audit trail with 
provenance. Is the source of the data being used authoritative? If it isn’t 
auditable, there may be no way to know.
• Agnostic: The representation should be available in numerous non-
proprietary formats such as Excel, CSV, XML, etc. and be accessible across 
software platforms.
• Actionable: The representation should enable calculations involving the 
chance of risks.  Applications should be able to talk to each other, in that 
quantifiable results from one application can be easily incorporated into 
other analytical models, exercises, and war games. 
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Accounting for Uncertainty by
Starting Small and Reinforcing Success

1 Frame Decision

2 Develop Objectives and Measures

3 Generate Creative Alternatives

4 Assess Alternatives and Deterministic 
Analysis

5 Synthesize Results

6 ID Uncertainty & Conduct Probabilistic 
Analysis

7 Assess Impact of Uncertainty

8 Improve Alternatives

9 Communicate Tradeoffs

10 Present Recommendation & Implementation 
Plan

Input
Unstructured 

Decision 
Opportunity

Output
System Solutions That 

Best Balance Competing 
Objectives In The 

Presence of Uncertainty

• Column Representation of Risk
 Cures the Flaw of Averages (explained shortly)
 Enables Rolling-Up Risk
 Interactive

• The discipline of probability management represents the risk as a 
vector of realizations. These vectors can be rolled up to model the 
multiple types of risks in an uncertain environment. 

• The approach does not require specialized software.  The Open 
SIPmath™ Standard from 501(c)(3) ProbabilityManagement.org allows 
simulations in any environment to be networked by communicating 
uncertainties as arrays of Monte Carlo realizations called Stochastic 
Information Packages (SIPs).

• The free SIPmath Modeler Tools create interactive simulations in 
native Excel which run 10,000 trials or more per keystroke. The models 
created by the tools do not require macros or add-ins to run so they 
can be shared with any Excel user.

Proposed Solution:

https://www.probabilitymanagement.org/


Uncertainty in the Iron Triangle – The Triple Constraints of Business

10

01
Time
Will the project be completed on 
time as planned at the start of the 
project?

02
Cost
Will the project be completed within 
the allocated budget? 

03
Scope
Were all the planned features 
implemented or not?

Iron Triangle — Triple Constraints of Project Management, https://medium.com/@harpreet.dhillon/iron-
triangle-triple-constraints-of-project-management-e818e631826c
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Good, Fast, or Cheap Pick Two
Scope
Were all the planned 
features implemented or 
not?

Cost
Will the project be 
completed within the 
allocated budget? 

Time
Will the project be 
completed on time as 
planned at the start of 
the project?
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Good & Fast Won’t be Cheap
Develop something quickly and of high 
quality, it will be very costly to do

Scope
Were all the planned 
features implemented or 
not?

Cost
Will the project be 
completed within the 
allocated budget? 

Time
Will the project be 
completed on time as 
planned at the start of 
the project?

High Cost
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Fast & Cheap Won’t be Good
Develop something quickly and cheaply, 
it will not be of high quality

Scope
Were all the planned 
features implemented or 
not?

Cost
Will the project be 
completed within the 
allocated budget? 

Time
Will the project be 
completed on time as 
planned at the start of 
the project?

Low Quality
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Good & Cheap Won’t be Fast
Develop something of high quality and 
low cost, it will take a long time.

Scope
Were all the planned 
features implemented or 
not?

Cost
Will the project be 
completed within the 
allocated budget? 

Time
Will the project be 
completed on time as 
planned at the start of 
the project?

Long 
Duration
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Keep
Dreaming

Good, Fast, AND Cheap…  Keep Dreaming

The Iron Triangle, https://www.f13design.com/the-iron-triangle/



The Iron Triangle isn’t new; we’ve all heard of this before
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• Has anyone here had a conversation with a client or customer hoping that we can and will achieve all 
three even if “just this once”?

• Has anyone recently witnessed a project:
… over budget?
…  beyond schedule?
…  fail to deliver a key feature?

• Then these ideas clearly bear reminding.  But what’s the solution?



17

  Ten separate pipeline construction projects must be completed
Each Crew will Work in Parallel and Take an Average of Six Days to Complete their Pipeline

When Will the Pipeline Infrastucture be Operational?
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Days to Complete 6          Penalty Calculations

Average Late Penalty
Estimated Time Deadline 7 Days

Time to Finish to prepare Late Penalty $25,000 per day
by crew in days
Crew 1 6.0 0 6.0 0          Single Simulation Trial
Crew 2 6.0 0 0 Outcomes based on Averages
Crew 3 6.0 6 0 0 Days to Deploy 6.0
Crew 4 6.0 6 0 0 Late Penalty $0
Crew 5 6.0 6 0 0

Crew 6 6.0 6 0 0          Simulation Results
Crew 7 6.0 6 0 0 Average Outcomes
Crew 8 6.0 6 0 0

Crew 9 6.0 6 0 0 Avg. Days to Deploy 7.8
Crew 10 6.0 6 0 0

6 0 0
Complete 6.0 6 0 0 Avg. Late Penalty $21,708

Chance of Completing by 7   Days 9%
           Chance of Penalty < $25,000   Days 57%

0 1 2 3 4 5 6 7 8 9 10 11 12
Days

What is the probability the pipeline 
projects will be completed in 6 days?

a. 100%
b.  50%
c.  1 chance in 4
d.  1 chance in 10
e.  1 chance in 100
f.  1 chance in 1,000
g.  1 chance in 10,00011 chance in 4 chance in 4

chance in 4

Scroll through Trials. All the 
way down for the Average.

With apologies to Dr. Sam Savage, author of the Flaw of Averages
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And that was when the tasks were done in parallel…
… What about for “normal” projects?
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“Was that an FS, FF, SS, or SF activity?”
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Estimating Uncertain Profit
You're the Chief Financial Officer for a manufacturing plant.

Your monthly profit is proportional to the monthly demand.  The maximum capacity of your manufacturing plant is 1,000 units.  If the demand is greater 
than 1,000 units, then any demand over your maximum capacity of 1,000 units will be satisfied by some other manufacturer, and therefore won't be 
profit for your production plant.

The monthly demand is uncertain, but the average demand is reliably estimated at 1000 units per month.  At this level of demand, the montly profit is 
$3,000,000.  The CEO comes in and says that he's trying to figure out if he can hire another employee and needs to know what the expected monthly 
profit will be for the next 12 months.  Which of the following is true of the expected profit?

A.  Expected profit can have any value.
B.  Expected profit could be greater than $3,000,000.
C.  Expected profit is equal to $3,000,000.
D.  Expected profit is less than $3,000,000

0%
10%
20%
30%
40%
50%
60%
70%

OurProfit Avg 2880752

The chance that my profit will be < 2,750,000$    is 20%
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Modeling the Iron Triangle – Cost, Schedule & Performance
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Conclusion:1 Frame Decision

2 Develop Objectives and Measures

3 Generate Creative Alternatives

4 Assess Alternatives and Deterministic 
Analysis

5 Synthesize Results

6 ID Uncertainty & Conduct Probabilistic 
Analysis

7 Assess Impact of Uncertainty

8 Improve Alternatives

9 Communicate Tradeoffs

10 Present Recommendation & Implementation 
Plan

Input
Unstructured 

Decision 
Opportunity

Output
System Solutions That 

Best Balance Competing 
Objectives In The 

Presence of Uncertainty

• The risk management system should be able to aggregate the risk of 
multiple aspects while accounting for chance. 

• To do so, business leaders should consider adopting column 
representations of risk that are additive, actionable, auditable, 
agnostic, and capable of accounting for chance.

• Column representations could provide decision-makers a 
comprehensive understanding of risk at all organizational levels, 
allowing for mathematically sound aggregation and true 
representation of risk.

• By starting small and reinforcing success, adoption can grow 
organically at little cost. 

• This approach would bring incremental value for measuring risk in 
any organization at which it was adopted.
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Column Representation of Risk
Cures the Flaw of Averages
Enables Rolling-Up Risk
Interactive
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www.probabilitymanagement.org/models

http://www.probabilitymanagement.org/models
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www.probabilitymanagement.org/tools-1

http://www.probabilitymanagement.org/tools-1
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We Encourage You to Download the Models
To Discuss the Details

Please contact

Mr. Shaun Doheney

Chief Analytics Officer
JDSAT Operations Research & Big Data Sciences
Shaun.Doheney@jdsat.com
www.jdsat.com

Chair, Resources and Readiness Applications
ProbabilityManagement.org
Shaun@ProbabilityManagement.org
www.ProbabilityManagement.org
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